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QUESTIONS 

1.  How private is the data I send over the Internet? 

2.  How secure is an SSL connection? 

3.  When I try to view a secure page, my browser complains the site certificate 
doesn't match the server. Should I continue viewing the site? 

4.  When I try to view a secure page, my browser complains the authority that 
signed its certificate is not known 

5.  What is ActiveX, what are the security implications

ANSWERS 

1.  How private is the data I send over the Internet?
In general most data you send over the Internet is not that private at all. When you send 
an email it can be observed any where on the path from your computer to the destination. 
That's a lot of potential places! It could be monitored from your internal network, your ISP 
and all other hops across the Internet. The same applies when viewing web pages and 
chatting on line. Worse when logging in to check your mail or a similar action you password 
can be intercepted as well. 

This is because all communication takes place in PLANE TEXT, that is it sent in a readable 
manner over the Internet. 

Of course other information relating the content and you is possible, the most basic form is 
that the majority of web servers log each request you make to their server and each 
request has your IP address which can in many situations be linked to you. 

Clearly there is a more secure way, why else do would people choose Internet banking or 
shopping on line? The answer is to encrypt the data you send so only the intended target 
knows what you send. 

Web browsers do this by establishing a secure connection using the SSL protocol. (see next 
question). This method provides a far more secure/private option.

[Back to top]

2.  How secure is an SSL connection?
SSL stands for Secure Sockets Layer and was designed by Netscape to transmit information 
over the Internet in an encrypted form. 

SSL uses a public key to exchange a session key between the client and server. The session 
key is then used to encrypt both the data request from the user and the response from the 
server. However each transaction uses a different session key, so if one key is "cracked/
decoded" it doesn't't mean all encrypted connections to that server are insecure. In fact to 
break another session key would probably require the same effort as before. 

SSL has 2 commonly used levels of security. 40 bit secret keys and 128 bit secret key. The 
author suggests that 40-bit should be considered insecure as there are only 2^40 
combinations and this be cracked with todays computing power in days (hours?) using a 
brute force method (where one tries every combination). 

At this time 128-bit encryption would require a MASSIVE amount of computing power to 
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crack a 2^128 sized combination. Most servers today use 128-bit encryption, on line 
banking MUST use 128-bit encryption.

[Back to top]

3.  When I try to view a secure page, my browser complains the site certificate 
doesn't match the server. Should I continue viewing the site?
Once a website is assigned a certificate the host name in the certificate CANNOT be altered. 
If the site hostname and the certificate's host listing do not match your browser will 
instantly catch this. For an example if the site changes host names and has not gotten a 
new certificate you will see this error 

Sometimes this is merely an innocent server misconfiguration (as mentioned above), but it 
can also be evidence that a server certificate has been stolen and is being used to fool you. 
It is recommended you abort the connection. 

Certificate's can also expire, in which case the website must get a new one. In the event 
they haven't you may prompted with a similar warning. Again it could be simply the server 
hasn't gotten a new certificate yet or it could be the certificate was stolen and being used 
to fool you. It is recommended you abort the connection.

[Back to top]

4.  When I try to view a secure page, my browser complains the authority that signed 
its certificate is not known
Web browsers come with a pre-installed list of certifying authorities that they trust to sign 
identity of a website. 

When SSL first came out the only company "trusted" was VeriSign. Since then there has 
been a rapid increase in the number of authorities. 

When a connection is first made the certificate signature is checked with the authority list 
signature. If a match is found then the connection is allowed (assuming everything else is 
okay). 

If a signature match isn't found you get the error mentioned in the question. This can due 
to several reasons. 

You could be using a old browser which doesn't list new authorities. So whilst the certificate 
is valid it cannot be "trusted". You should really upgrade your browser which will give you 
an updated list. 

The nasty side could be a rogue certificate (this can by done by anyone) and was somehow 
planed on the site (perhaps they site is rogue or was hacked). Again the browser won't find 
an authority signature and you'll get the error. In such as case YOU MUST reject the 
connection. 

But it is not always clear cut as logical reasoning of this error to most users. Most the time 
it would be safe to view the site but NEVER base security decisions on probability as 
mentioned above.

[Back to top]

5.  What is ActiveX, what are the security implications
ActiveX is a Microsoft technology in response to Java from Sun Microsystems. One of its 
many features allows linking desktop applications to web pages. Using ActiveX tools, 
interactive web content can be created. For an example animations, video, spreadsheets 
can all me displayed within a browser. It only works in Internet Explorer based browsers. 

The ActiveX "component" is downloaded and depending on your security settings is run. 
Unfortunately it is also notorious for its poor security with several exploits being found in 
recent times. ActiveX combined with poor user understanding has led to malicious code 
being unknowingly executed on a local users computer. 

ActiveX was popular a few years ago, whilst still widely used it is declining in areas where 
Macromedia's FLASH can perform the same task. 

Many suggest that this technology is a core reason that Internet Explorer and Outlook/

http://www.surasoft.com/faq/index.php?cat=2 (2 of 3)13/06/2005 12.42.26



Computer Security & Privacy FAQ - SuraSoft.com

Express contain so many security vulnerabilities.

[Back to top]
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